HNHpopmanuoHHbIe MaTePUAJIBI
10 NPOQUIAKTHKE NPECTYIICHNUH, COBEPIIEHHBIX ¢ HCI0Ib30BAHHEM
HH(POPMALMOHHO-TEJIEKOMMYHUKAUMOHHBIX TEXHOJIOT Uil

K mnambonee pacmpoCTpaHCHHBIM BHJIaM JIHUCTAHIIMOHHBIX MOIIICHHUYECTB,
coBepiieHHbIX Ha Tepputopuu r. Cankrt-lIlerepOypra u Jlenunrpaackoit obGmactu,
OTHOCSITCSI:

- «bUIIUHT» — BUJ AUCTAHIIMOHHOTO MOIICHHUYECTBA, IPU COBEPIICHUU
KOTOPOTO 3JIOYMBINIJIEHHUKH (B XOA€ TENEPOHHOTO Pa3roBopa, IMOCPEICTBOM
HaIpaBJeHUs] JJIEKTPOHHOIO MHChbMA WM CMC-COOOIIEHUsI) TMONIy4aroT JUYHbIC
KOH(HICHIIMATbHEIE JaHHBIC 0 OAHKOBCKOW KapTe, HOMEpEe CYeTa, JIOTHHBI U MapoJIv
JUIsL BXOJla B HHTEpPHET-O0AHK, a TakKe Mapoju Oe30MacHOCTH, IMO3BOJISIONINE
MPOU3BECTH CHHCAHUE HAXOMAIMUXCS Ha OAHKOBCKOM KapTe JEHEXKHBIX CPEJCTB.
’KepTBamu yka3aHHOTO BHJla MOIIEHHUYECTBA 3a4aCTYI0 CTAHOBSITCS HE3AUIUIICHHEIE,
Majgoo0pa3oBaHHbIE, JIOBEPUMBBIE CIIOM HaceleHus. [IpeAcTaBissch 3a4acTyro
COTPYIHHUKAMHU KpPEJIUTHBIX OpTaHU3allMi, MPECTYNMHUKU BBOJAT B 3a0TyXKICHUE
rpakJiaH OTHOCHUTEJIBHO COBEPIIIAEMbIX HECAHKIIMOHUPOBAHHBIX CIIMCAHUN JIEHEKHBIX
CPEACTB, OCYIIECTBISIEMBIX TOKYyNKaX © T.Il., IIOCJE YEro IMpocsAT Ha3BaTh
KOH(UJEHIIUAJIbHBIC CBEACHUS C IIEJbI0 MPECEUCHUs] BO3MOXKHOI'O COBEPIICHUS
npectyrieHus. ['paxaane, n1oBepsis MOJIy4eHHOW HMH(OpMaInu, Kellas 00e301acuTh
CBOM  JICHEXKHBIC  CpEJACTBA OT  TMPECTYNHBIX  MOCATATEILCTB,  COOOMIAIOT
3anpanmBaeMyo HHGOPMAINIO, B pPe3yJbTaTe€ Yero 3J0YMBIIUICHHUKH TMOXUIIAIOT
MPUHAJJICKAIIIE UM JEHEKHbIE CPEACTBA.

- «(apMuHI» - TIPOIIEAYpa CKPHITOTO HaIpaBiieHUs Ha JI0xkHBIN [P-anpec, To ecTh
HaIpaBJIeHUE TMOJb30BaTENsl Ha (DUKTUBHBIM BeO-CalT, yalle BCErO HCIOJIb3yeMbIN
JUIs. IpruoOpeTeHusl TOBapoB U yciyr (ozon.ru, avito.ru, aliexpress.ru, joom, biglion,
KYIIMHATOp, Kaccup.py, OwWieTep, calThl 10 Tpojake OWJIETOB Ha X/ H
aBUATPaHCIOPT U Jp.);

- «IBOMHAs TpaH3akius» (P OIJIaTe TOBAPOB U YCIYT MpoJiaBell coodiaer oo
omuOKe, MpejjaracT MOBTOPUTH OMEpaIMIo, a B JaJbHEHIIEM JICHEXKHBIC CpEeICTBA
CIIMCBIBAKOTCA JIBAXKIBI IO KaXKJIOM U3 MPOBEICHHBIX ONEepaluii)

- «TpanmuHTY (MAaHUMYJSIIIUU ¢ KapTpUAEpOM OAHKOMATOB, MO3BOJISIONIME JTHOO
HE BO3BpaIllaTh KapTy BIANENbIly, JTUOO CIHUCHIBATH BCE JaHHBIE KapThI IS
JaJbHEUIIEeT0 UX UCTIOJIb30BAHMUS ).

I. OcHoBHBIE cXeMBbI Te1e()OHHOT0 MOILICHHUYECTBA:
1. OO6man no Tenedony.
3BOHOK _COTpy/IHHMKA OaHKa - KOTJa HEW3BECTHBIH TPE/CTaBIsETCS

COTPYJHUKOM CITy>KObI O€30MaCHOCTH KaKoro-i1u0o 0aHka v coodiaet, 4yto ¢ Baiero



OaHKOBCKOTO CYeTa MPOUCXOAST OMNepalyu M0 HECAHKIIMOHUPOBAHHOMY CIHCAHUIO
JEHEXKHBIX CpPEJCTB, M B LEIsIX O€30MaCHOCTH CYeTa MpeasiaraeT IepeBecTU
cOepekeHUs Ha «PE3epBHBIN» WM «Oe3omacHbI» cueT. PacmpoctpaHeHsl ciyuae
cooOmenust nadopmanmu 06 opopmiiennn Ha Bac kpenura 1 He0OXOIUMOCTH MPOUTH
B IIPUJIOKECHUM OHJIAWH-DaHKa 1O ONpenenéHHOM CCBUIKE U1 €ro aHHYJIWPOBAHUS
(BBITIOJIHUTH UHBIE HHCTPYKIIUH ).

3BOHOK COTPY/IHUKA IPABOOXPAHUTEIBHBIX OPraHOB - KOTJa HEU3BECTHBIN

MPECTABIIACTCS COTPYIHUKOM TIOJIMIIMH, CJeJAOBaTeleM W T.J. M COOOIIAeT, YTO
MIPOBOJUTCS CIICIIONIEpAIisl MO IMOMMKE MOIICHHHKOB W JUIsI 3TOr0 HEOOXOIUMO
MePEBECTH JEHbI'M Ha «CHelualbHbI» cueT. [Ipu 3ToM TpebyeT HE 3BOHUTH B OaHK,
TaK KaK COTPYJHUKHU OaHKa 3a0HO C MOILIICHHUKAMH.

Bam poacTBeHHMK, du00 OIM3KWK YedOBEK Iomnajl B Oeny (Hampumep,

MalIMHOM CcOMJI YeJIoBeKa WM OOBUHSAETCS B COBEPILICHUM MPECTYIUICHHS), U
3aJiep’)KaH  COTPYJHHMKaMHM TOJUIUH, U HEW3BECTHBIM cOOOIIAaeT, 4YTo s
OCBOOOXK/IEHHsSI HEOOXOJIMMO IEPEBECTH Ha CYET JACHEXKHBIE CpPEACTBAa JIMOO s
OPUMUPEHHUS € TMOCTPAJAaBLUIMM JHOO B KayeCTBE B3STKU COTPYAHHMKAM IOJIULIUU.
B03MOXHBI BapuaHThl, IPU KOTOPBIX B PA3roBOPE MOXKET NPHUHATH Y4acTHE SIKOOBI
COTPYAHUK MOJUIMH, KOTOPBIM Oy1eT NOATBEPKAATh CKa3aHHOE.

BAXKHO: DOt10 3BOHAT MOIICHHHKM (HECMOTpsT Ha TO, 4YTO
OINpeieNuBLINIicS Ha TelnedOoHE HOMEP MOXKET COOTBETCTBOBAaTh HOMepY TenedoHa
0aHKa MJIM MPABOOXPAHHUTEIBHBIX OPTaHOB, 3a4acTyl0 — MOCKOBCKOro pernona (499,
495... 1 T.A.), TaK KaK OpH MMOMOIIY CHEUUATBHBIX YCTPONCTB MOIIEHHUKU MEHSIOT
HOMEpa Ha a0COJIIOTHO JI00OM HOMEpP — TaK Ha3bIBaeMbIe IMOJMEHHBIE HOMEpa),
COTPYIHHUKM OAaHKOB HUKOTJA HE 3BOHAT CBOUM KJIMEHTaM, U TeM Oosiee, HUKOTJa He
TpeOyIOT MEPEBOAUTD C JINYHOTO cueTa JeHbIu. [IpencraBurenn npaBooXpaHUTEIbHbIX
OpraHOB MOTYT 3BOHHUThH TOJBKO JJIS BbI30Ba B MOMEILIECHHUS MPABOOXPAHUTEIbHBIX
OPraHoOB C IEJIbI0 TMOJIy4eHUS OOBACHEHUH, HCTpeOOBaHUS JIOKYMEHTOB IIO
HaXOJALIMMCS B MPOU3BOCTBE YTOJIOBHBIM J€JIaM U MaTepuaiaM NpOBEPOK.

[Tpu mocTymiieHMu TakKoro 3BOHKAa HEOOXOAMMO IpepBaTh Pa3roBOp U
NEPE3BOHUTH TOMY, O KOM HJIET pedb, JINOO B YKa3aHHBIN TOCYyIapCTBEHHbBINA OpraH WK

KPEIUTHYIO OPTaHU3alluIo IS IEPENPOBEPKH HHPOPMAIIUH.
2. O0MaH npu nokynke (IMpojaa;ke) TOBApa HA MHTEPHET caiiTax.

[Ipenoruiata 3a HECVYIIECTBVIOIIWNA TOBAp - IOJAETCI OOBSABIIEHUME HA

BOCTpeOOBAaHHBI TOBAap C MPUBJICKATEJbHOW II€HOW (HM)KE€ PBIHOYHOM) C
MPWIOKEHUEM HeHacTosmX GoTtorpaduit. B xone oOiieHus «mpoiaBer yKIOHIETCS
OT BCTpEYHM BBUJIY JKUTEHCKMX TpPUUYUH (HET BPEMEHH, 3aHITOCTH Ha pabore,



YIAJICHHOCTh PACIOJIOKEHHS) ¥ TIPeIjIaraeT OIIaTUTh TOBap O€3HAIMYHBIM TIJIATEKOM
C TapaHTUPOBAHHON MOCHENYIOUIEH NTOCTaBKOW uepe3 Kypbepa, HO IMOCie MOJTyYeHUs
JICHET, IIPOJIaBell- MOIIIEHHUK MEPECTAET BBIXOJIUTh Ha CBA3b.

Omata MyJisbka O NOYTE HAIOKEHHBIM IUIATEKOM - 3JI0YMBIITUICHHUK

NBITAIOTCS BHAYAJIE 3alOJy4YdTh MPEIOIUIaTy Ha JOBEPHH, €CIIA HE MOJy4aeTcs, TO
npeajiaraloT MOJy4YUTh 3aKa3 Ha MOYTE, a MOTOM paciuiaTUThcs. To ecThb Ha mouTe
nepesl Bblauei 3aka3a BO3bMYT JCHBIM B pa3Mepe €ro CTOMMOCTH, a IMOKYIMaTelb
BCKPBIB YIIaKOBKY, BUJIUT MOAJICIKY WIIH MYJISIK.

[lokymnarenb cnpammyBaeT HoMmep KapThl U ko u3 CMC - nmo Bamemy

OOBSBIICHUIO O TIPOJIAKe TOBapa B UHTEepHETe Bam Mo3BOHUI MOKyNaTE b U MOMPOCUIT
COOOIINTh PEKBU3UTHI OAHKOBCKOW KapThl (MPEIBAPUTEIHHO BBIICHUB HOMEP
TenedoHa K KOTOPOMY MpUBSA3aHa KapTa) U CMC-KOJI, YTOOBI IEPEBECTU JIEHBIH, IKOOBI
3TO HYXHO JJi1 OaHKOBCKOro mnepeBoja. Ha camom pnene 3TO MOIIEHHUK, KOTOPBIA
NBITACTCS] BOMTH B JIMUHBIN KaOWHET OHJIaiH-O0aHKa M CIUCaTh Bce JieHbru ¢ Barero
cyera.

BAXHO: OnnauuBaiite TOBap TOJIBKO IMOCIE €ro MOJIYUYEHHUS U MTPOBEPKH
Y HE OTHpPABJISINTE JAEHBI'M B KauecTBe 3aiora (3agatka). [{ns mepeBona JEHEKHBIX
CPEIICTB JIOCTaTOYHO HOMEpa TeseoHa U APYTrod NOMOJHUTEILHON MHGbOpMAIUN He
TpedyeTcs.

3. Teaedounbie BUPYCHI.

OueHp 4yacTO HCIOJIb3yeTcsl (hopMa MOIIEHHUYECTBA C HCIOJIb30BAaHHEM
TenedoHHBIX BUpycoB. Ha TenedoH abOHEHTa MPUXOAUT COOOILEHUE CIEAYIOLIEro
Buna: «Bam mpummo MMS-coobmienne. JIisi MoaydeHHss MPOWINUTE IO CCBUIKE...».
[Ipu nepexoze Mo yka3aHHOMY aJpecy Ha TeJeQOH CKauYuBaETCA BUPYC U MPOUCXOJIUT
CIIMCAHUE JICHE)KHBIX CPEJCTB C BaLIErO CYETA.

Jpyroii BuJ MOLIEHHUWYECTBA BBINISIAMT Tak. [Ipu 3aka3ze Kakou-mmOo
yCIyTH 4epe3 sIKOObl MOOWJIBHOTO OllepaTopa WM NpPHU CKAYMBAHUH MOOHMIIBHOTO
KOHTEHTa a0OHEHTY MPUXOIUT IpenynpexaeHue Buaa: «Bol codrpaerech OTIpaBUTh
COOOIlIeHHE Ha KOPOTKUHW HOMEp ..., A MOATBEPKIEHHUS OIepaluu, OTIPaBbTE
coobuienue ¢ uudpoit 1, nis ormensl ¢ 1udpoit 0». Ilpu oTnpaBke MOATBEPKICHUS,
CO cyeTa aOOHEHTa CHUCHIBAIOTCS JIEHEKHbBIE CPEACTBA. MOIIEHHUKH HCIIOJb3YIOT
CHelUalbHble TPOrpPaMMbl, KOTOpbIE IMO3BOJSIOT ABTOMATUYECKU T'€HEPUPOBATh
THICSIUM TakuX cooOuieHuit. Cpa3y mocje nepeBoja JACHEr Ha (aJbIIUBBIM CUET OHU
CHUMAIOTCA ¢ TesedoHa.
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BAXHO: He cineayert 3BOHUTH 110 HOMEPY, C KOTOPOTO OTIpaBiieH SMS —
BITOJIHE BO3MOXXHO, UYTO B 3TOM cliydae ¢ Barero tenedona OyneT aBTOMAaTHYECKU
CHSITA KPYIMHAs CYMMa H IEPEXOIUTh 10 COMHUTEILHBIM CCHIITKAM.

4. OwmuO0YHBII epeBo] CPeACTB.

AbGoneHTy moctynaer SMS-coobiieHue 0 MOCTYIUIGHUH CPEJCTB Ha €ro
CUET, IEPEBEJICHHBIX C MOMOILBIO yeiryru «MoOuibHbIN nepeBoa». Cpa3y mocie 3Toro
MOCTYMAaeT 3BOHOK M MY)KUMHA (UM >KEHIIMHA) COOOIIAET, YTO OUIMOOYHO MepeBe
JICHbIM Ha €ro CYeT, IPU 3TOM IPOCUT BEPHYTh UX 0OpaTHO TeM ke «MOOUIbHBIM
nepeBooM». B nelcTBUTENBHOCTH JEHBIW HE MOCTYMAOT Ha TelIeOH, a YeJIOBEK
NEPEBOJUT CBOU COOCTBEHHBIE cpeacTBa. ECiii MO3BOHUTH MO yKa3aHHOMY HOMEpPY, OH
MOXET ObITb BHE 30HBI jJocTyna. Kpome Toro, CymecTBylOT Takue HOMepa, Mpu
OCYILIECTBJICHUH BbI30Ba HA KOTOPBIE C TeJe(OHA CHUMAIOTCS BCE CPEJCTBA.

BAXHO: Ecnu Bac npocsat nepeBecTd sKOObI OIIMO0YHO MEPEBEACHHYIO
CyMMY, HAallOMHHTE, YTO Ui 3TOTO HCHOIb3yeTcs 4YeK. OTroBopka, 4YTO «4YEK
NOTEPSH», CKOPEE BCETr0, CBUAECTEIBCTBYET O TOM, YTO ¢ Bamu 00111aeTcsi MOLIEHHUK.

MOIEHHUYECTBA C BAHKOBCKUMHU KAPTAMUA

bankoBckasg kapra — 3TO HMHCTPYMEHT ISl COBEPUICHUS IUIATEXKEH H
JIOCTyTIa K HAJIMYHBIM CPEJICTBAM Ha Cué€Te, HEe TPEOYIOUTUH JJIsi 9TOr0 MPUCYTCTBUS B
6anke. Ho mpoctoTa ucnosiib3oBaHusi OAHKOBCKUX KApPT OCTABJIIET MHOXKECTBO JIa3€€K
JUJISI MOILICHHUKOB.

[Tpu mpoBeeHnn ornepaiuii ¢ KapToil MOJIB3YHTECh TOJIBKO TeMU OaHKOMAaTaMH,
KOTOpBIE PACIOJOXKEHBI B 0€30MacHBIX MecTaXx U OOOpYJOBaHBI CHUCTEMOMU
BUJICOHAOIIIOICHNSI U OXPAHOM: B TOCYIAPCTBEHHBIX YUPEKICHUAX, OaHKaX, KPYITHBIX
TOPrOBBIX IIEHTPAX U T.]I.

Cosepiias onepanuu ¢ MJIACTUKOBOM KapTOH, CleUTe, YTOOBI PSIOM HE OBLIO
noctoponnux JroAed. Habupas [IMH-xkon, npukpeiBaiiTe KiaBUATYpYy PYKOM.
PexBu3uThl 1 mobas npoydas HHGOPMAIHsI O TOM, CKOJIBKO CPEeICTB BbI CHSIM U Kakue
dpsl BBOAWIU B 0aHKOMAT, MOT'YT OBITh UCIIOJIb30BaHbI MOIIICHHUKAMHU.

OOpamaiiTe BHUMaHUE Ha KAPTOMPUEMHHK U KJIaBUaTypy O6ankomata. Eciiu onun
000py10BaHbl KAKUMU-JIUOO JOTOJHUTEIBHBIMU YCTPOUCTBAMHU, TO OT UCTIOJIb30BAHUS
JaHHOTO OaHKOMaTa JIydIlle BO3ACPKAThCSI W COOOMIMTH O CBOMX MOJO3PEHHUAX TIO
YKa3aHHOMY Ha HEM TeJe(OHY.

B cmydae HekoppekTHOH paboThl OaHKOMAara — €CId OH JIOJTO€ BpeMs
HAXOJUTCSI B PEXKUME OXHUIAHUSA WIM CaMOIMPOU3BOJIBHO TNEpe3arpykaerca —



9.

OTKQXXHUTECh OT €ro MCHoJb30BaHus. Benuka BCPOATHOCTb TOIr0, HYTO OH
nepenporpaMMupoOBaH 3J1I0YMBIINIJICHHUKAMU.

Kak o0e3omacurhb ce0s1 OT MOILIEHHUKOB:

[TpoBepsiiTe nHPOpMaIHIO, TOTYYEHHYIO B X0/I€ TeJIe()OHHOIO pa3roBOpa U UHTEPHET
NEPENUCKA C HEHU3BECTHBIMU (OHM MOTYT HPEACTABIATHCS  COTPYIHHKAMU
IIPABOOXPAHUTEIBHBIX OPTaHOB, IPEACTABUTEISAMU KPEIUTHBIX OpraHU3alui).

Y cTaHOBUTH Ha TeneQoH (KOMIIBIOTEP) COBPEMEHHOE JUUEH3UPOBAHHOE
aHTUBHPYCHOE IIPOrpaMMHOE 00€eCIICUEHHE.

He ycranaBnuBaiite u He coxpaHnsiite 0e3 mpeaIBapUTEIbHON NIPOBEPKH aHTUBUPYCHON
IporpaMMoil  (aisibl, MOJIY4YEHHbIE W3 HEHAJEKHBIX MCTOYHHMKOB: CKAaYaHHBIE C
HEU3BECTHBIX CAaNUTOB, MPUCIAHHBIE MO JIEKTPOHHOUN MOYTE (MOJO3PUTENIbHbBIE (aiibl
Jy4llle cpa3y yAaJsTh).

Hcnonb3yiiTe maposiu He CBsi3aHHbIE ¢ Bammmmuy nepcoHaabHbIMU TaHHBIMU.

Hu npu xakux o0CTOATEIBCTBAX HE COOOIIANTE PEKBU3UTHI CBOMX OAaHKOBCKUX CUETOB
(kapT), Hapou U APYTYyIO MEePCOHATBLHYI0 HHPOPMAIHUIO.

[TocTaBbTE TMMHUT Ha CYMMY CIIMCAHUN WIJIM NIEPEBOJIA B JINYHOM KaOuHeTe OaHKa.

[To BceM BO3HMKAIOIIMM BOIIPOCAaM 0OpaIlaThCs B OaHK, BBIAABIINI KapTy.

He BBINOJIHATE HUKAKUX CPOYHBIX 3aIIPOCOB K JCHCTBUIO, B TOM UYHCJIE MO YCTAHOBKE
KaKUX ObI TO HU OBLIO MPUIIOKEHUIA.

He nepexoauTs HU MO KaKUM CChUIKaM, KOTOpbIE MPUXOAT Ha e-mail wim nmo SMS.

10.00pamatb Ha Bce cooOlieHHs OT OaHKa (HampuMep,  €ClIM OHM  COJEepXKar

rpaMMaTHYECKHE OLTHOKN).

11.He nepe3BanuBath 1o HoMepaM KOTOpbIE TPUXOAAT Ha e-mail unu no SMS.

12.IlepenpoBepsiiiTe MOJIMHHOCTh HHTEPHET-CAUTOB, HA KOTOPBIX OCYILECTBISIETE 3aKa3

TOBapa.

BbyabTe OnutenbHbl!



