bBe3omnacHbIN HHTEPHET

C KaXXZIbIM rOIOM MOJIOZEXKU B HWHTEPHETE CTAHOBUTCA 6OJIBIJ_I6, a IIKOJIBHUKW OJHU N3
CaMbIX aKTUBHBIX I10JIb30BaTeIel PYHeTa. Memy TEM, IOMHMO OI'POMHOT'O KOJIMYECTBA
BOBMO}KHOCTGI‘/JI, HHTEPHET HECET U l'IpO6.T[eMI>I. dTa mamsaTKa AOJI2KHAa IIOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CE€TH.

KoMmnbroTepHbIE€ BUPYCHI

KommbioTepHBII  BUpPYyC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IIPOrpPaMM,
OTJINYUTETBHON! OCOOEHHOCTHIO KOTOPOU SIBJISIETCSA CIIOCOOHOCTh K Pa3MHOXKEHUI0. B
JIOIIOJITHEHUEe K 3TOMY, BHPYCHl MOTYT IOBPEJUTh WU IOJIHOCTBIO YHUUTOXKUTH BCE
daiiel m AaHHBIE, TOAKOHTPOJIBHBIE IIOJIB30BATENI0, OT HMEHH KOTOpPOro ObLia
3alyIleHa 3apa’keHHas IIpOrpaMMa, a TakKe IOBPEAUTh WIH JaXKe YHUUTOXKUTH
OIEpPAIlMOHHYI0 CHUCTEMY cO BceMHu ¢aillaMu B 1eJioM. B OOJIBIIMHCTBE CiIy4daeB
pacrnpocTpaHAITCA BUPYChl Yepe3 UHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Vcnonp3yii coBpeMeHHbIE ONepallMOHHbIE CHUCTEMBI, MEIOIIE CEPhe3HBI YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. [TocrosgHHO ycraHaBiuBai mavt (MU@POBBIE 3aIIATKU, KOTOPBHIE aBTOMATHUYECKH
YCTAaHABJIUBAIOTCA C IEJIbI0 JOPa0OTKU IPOrpaMMbI) W JIpyrue OOHOBJIEHUS CBOEH
omepanuoHHOU cucteMbl. CKaumBall UX TOJIPKO C OPUIIMATIBHOTO calTa pa3paboTumka
OC. Ecsu cyiiecTByeT peskKUM aBTOMATHYECKOTO OOHOBJIEHU S, BKJIIOYH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTepe IO/l IpaBaMU I10JIb30BaTeJis, a He a/IMUHUCTPATOPAa.
ITO He MO3BOJIUT OOJIBIINHCTBY BPEIOHOCHBIX ITPOTPAaMM HHCTAJIMPOBATHCS HA TBOEM
MIEPCOHATTLHOM KOMITBIOTEDE;

4. Vlcnonb3yii aHTUBUPYCHBIE TPOTPAMMHBIE TPOAYKTHI U3BECTHBIX ITPOU3BOAUTEJIEN, C
aBTOMAaTHYEeCKUM OOHOBJIEHUEM 0a3;

5. Orpannub GU3UYECKUU JIOCTYN K KOMIIBIOTEPY /IJ1 IOCTOPOHHUX JIUII;

6. Mcnosip3yil BHENTHUE HOcCUTEIU UH(POpPMAIUH, Takue Kak (¢Jielika, JUCK Win (aia
U3 UHTEPHETA, TOJIbKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpBIBall KOMIBIOTEPHBIE (hAMIbI, ITOJIyUeHHbIE U3 HEHaJeKHBIX UCTOUYHHUKOB.
JTaxke Te aiiyipl, KOTOpPbIE IIPHCIAI TBOM 3HAKOMBIH. JIydllle yTOUHU y HETO, OTIIPABJISIT
JIV OH Tebe ux.

Ceru WI-FI

Wi-Fi - 5T0 He BUj Ilepefaum JJAaHHBIX, HE TEXHOJIOTUSA, a BCETO JIUIIb OpeH/], MapKa.
Eme B 1991 roay HujepsaHjckas KOMIIaHUA 3aperucrpupoBaia bpena "WECA", urto
obosHauanmo cioBocoueranue Wireless Fidelity", koTopslii mepeBoguTcAa Kak
"GecrpoBOIHAS TOYHOCTD .

Jlo Hamlero BpeMeHHU JOIUIa Apyras abOpeBwaTypa, KOTOpas SBJISETCA TAKOU JKe
TexHosiorueil. Ato abbpeBuarypa "Wi-Fi". Takoe Ha3zBaHMe OBLIIO JAHO C HAMEKOM Ha



CTaH/ZIApT BbICIIEN 3ByKOoBOW TexHuku Hi-Fi, uTo B mepeBojsie o3HayaeT "BbICOKas
"
TOYHOCTH .

Jla, OecITaTHBIN WHTEPHET-ZIOCTYI B Kade, OTeISAX U adPOIOPTax SABJISIETCS OTIUIHOU
BO3MOXKHOCTBIO BBIXOZJa B UHTEepHeT. HO MHOrue 3KCHEPThI CUMTAKOT, UYTO
obmenocrymabie Wi-Fi ceTu He sABIsAI0TCA 6€30IMaCHBIMH.

CoBeTbl 110 6€3011aCHOCTH PA0OTHI B 00IIEAOCTYIIHBIX ceTax Wi-fi:

1. He mepepaBaii cBowo JimuHy0 wHMopManuio deped obmiegoctymable Wi-Fi certu.
PaboTasi B HUX, KeJIaTeJIbHO He BBOJIUTH MAPOJIU J0CTYIIa, JIOTHHBI U KaKHe-TO HOMepa;

2. Mcnosnp3yit 1 0OHOBJIAM aHTUBUPYCHBIE IPOTPaMMBbI U OpaH/iMayep. TeM caMbIM ThI
obe3omnacuIlb ceds OT 3aKaUYKH BUPyca Ha TBOE YCTPOKCTBO;

3. IIpu ucnons3oBanum Wi-Fi orkatoun dynkmuio "OOmuil moctyn kK daitiaMm u
npuHTepam". JlaHHas GYHKIUA 3aKphiTa MO0 YMOJTYaHHIO, OJHAKO HEKOTOPBIE
MI0JIb30BaTEIN aKTUBUPYIOT €€ 1 y/I00CTBa UCIIOIb30BAHUSA B paboTe Win yueoe;

4. He ucnonp3yit mybamunsiii WI-FI 14 mepeziaum JIMIHBIX TAHHBIX, HAIPUMED IS
BBIX0/]a B COIMAJIbHBIE CETH UJIU B 3JIEKTPOHHYIO II0UTY;

5. Ucnonp3yl Tospko 3amuineHHoe coequHeHue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope Beb-azpeca BBoaU UMeHHO "https://";

6. B wmobunbHOM TenedoHe otrmoun ¢yaknuo Ilogkmouenue k- Wi-Fi
aBToMmaTuuecku". He somyckaili aBTOMaTHYECKOTO IMOAK/IIOUEHHS YCTPOHUCTBA K CETSIM
Wi-Fi 6e3 TBoero corsacus.

ConunajibHBIE CETU

CornuasibHble CETH aKTHBHO BXOJAT B HAIIly 3KU3Hb, MHOTHE JIFOJAU PAbOTAIOT U KUBYT
TaM IIOCTOSIHHO, a B Facebook y»ke 3aperucrpupoBaH MUJLTHAD/L Y€JIOBEK, UTO SIBJISAETCS
OJIHOH CeIbMOM BCEX KHUTejied IIaHeThbl. MHOrHue II0J1hb30BaTe M He IMOHUMAIOT, UTO
nHpopManus, pasMellleHHas HUMH B COIHMAJIbHBIX CETSAX, MOXKET ObITh HaljleHa U
HCIIOJIb30BaHAa KEM YTO/HO, B TOM YHCJIe He 00s13aTeIbHO ¢ 6J1arnMyu HaMepeHUsIMHU.

OcCHOBHBIE COBETHI 110 0E30IaCHOCTH B COIIMAJIBHBIX CETAX:

1. OrpaHuYb CHOUCOK JIpy3eil. ¥ TeOs B APYy3bsX HeE JOKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IeN;

2. 3amuiai cBoo YacTHyIO ku3Hb. He ykaswiBail maposu, TesedoHBI, ajipeca, JaTy
TBOEr0 POXKJEHUS U APYIyI0 JUUYHYI0 WHQOpManuio. 3JIOYMBINIJIEHHUKH MOTYT
HCIIOJIH30BaTh Jlaske WHGOPMAIIUIO O TOM, KaK Thl M TBOU POAUTENU IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulio - IEPKHU ee B UHCTOTe U 3a7[aBail cebe BOIPOC: XOTeJT ObI
TBI, UTOOBI APYTHE IIOJIb30BATEIN BUIEJIH, UTO THI 3arpyskaemisb? [logymaii, mpexae yeM
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3HUTh;

4. Ecu ThI TOBOPHUIIB € JIIOABMU, KOTOPBIX He 3HAEIlb, HE HCIIOJIb3yH CBOE peajibHOe
UM U JPYTYIO JTUUHYI0 HHQOpMALNU: UM, MECTO KUTEJIbCTBA, MECTO yUeObl U ITpoyee;

5. M36eraii pasmemenus ¢gortorpaduii B IHTEpHETE, T/Ie THI H300pa*keH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPEIETUTH TBOE MECTOIIOJIOKEHUE;



6. HpI/I perucrpanu B COHHaJIbHOfI CeTu HeO6XOI[I/IMO HCITIOJIb30BAThb C/JIOKHBIE ITapOJIH,
COCTOAIIIKUE U3 6}7KB nu I.II/I(I)p 1 C KOJIMYECTBOM 3HAKOB HE MEHEe 8;

7. )11 coruasibHOM CETH, TIOUTHI U JIPYTHX CAUTOB HEOOXOJIMMO HCIIOJIb30BaTh Pa3HbIE
maposin. Torga ecyin Tebs B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKH TOJIyYaT JIOCTYH TOJIBKO K
OJTHOMY MECTY, a HE BO BCe cpaay.

AJIEeKTPOHHBIE JE€HbI'U

ONIeKTPOHHBIE JIEHBIW - 5TO OUYE€Hb YZAOOHBIN CIOCOO TyIaTekel, OJTHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT IMOJIYYUTh 3TH JEHBTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HETABHO U MMEHHO M3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He IIPOITMCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHU (YHKIMOHHPYIOT U O HHX YK€ IIPOIKMCAHO B 3aKOHe, TIJle UX
pas/iesIAI0T Ha HECKOJIPKO BUJIOB - aHOHUMHBIE M HE aHOHMMHbBIE. PasHHIIA B TOM, YTO
AHOHHUMHBIE - 5TO Te, B KOTODBIX paspellaercsa IMPOBOAUTL omepanuu 0e3
uaeHTUUKAIIUYA TI0JIb30BaTessl, a B HEAHOHUMHBIX HAeHTU(UKAIUS I10JIb30BaTE IS
ABJIAETCS 00s13aTeIbHOM.

Takske ciezyeT pa3janyarh JIEKTPOHHBbIE (UATHBIE JeHbrU (PaBHBI TOCY/IapCTBEHHBIM
BJIIOTaM) U SJIEKTPOHHBIE He(dHUATHBIE IEHbI'H (HEe PaBHBI TOCYIAPCTBEHHBIM BATIOTaM).

OCHOBHBIE COBETHI 110 O€30MacHON paboTe ¢ 3JIEKTPOHHBIMH JIEHbIaMU:

1. [IpuBs:ku K cueTy MOOWIbHBIN TejieOH. ITO caMbIil YAOOHBIM U OBICTPBHIN CIIOCO0
BOCCTAaHOBUTH JIOCTYII K cueTy. [IpuBsA3aHHBIN TesieOH TOMOKET, eCJIU 3a0yZellb CBOM
IUIATEXKHBIN AapOJIb UJIK 3al/IeNIh HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Mcnonp3y# ofiHOpa3oBbie maposu. [lociie mepexosa Ha YCHUJIEHHYIO aBTOPHU3AIUIO
Tebe yke He OyZIeT yrpoKaTh OMACHOCTh KPaXKU WJIH IepexXBaTa IJIaTeKHOTO apoJIs;

3. Beibepu ciioxkHBIA maposib. IIpecTymHUKaM OyZeT He MPOCTO YraJaTh CJIOXKHBIHN
napoJsib. HajiexxHple maposiv - 3TO mapojid, KOTOpble cofiep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUYHBIE M IPOMHUCHBIE OYKBBI, UGPHI U HECKOJIBKO CHMBOJIOB,
TaKue KakK 3HaK JoJuiapa, GyHTa, BOCKIUIATEIbHBIN 3HAK U T.11. Hampumep, $tRong!;;

4. He BBOAM cBOU JIMUHBIE TaHHBIE HA CAWTaX, KOTOPHIM HE JJOBEPSIEIIb.
JJIeKTPOHHAaA MoYTa

DJIeKTPOHHAS II0UTA - 9TO TEXHOJIOTHUS U MPEIOCTaBIsAEMbIE €10 YCIIYTH 10 MEPECHUIKE U
MOJIyYeHUI0 3JIEKTPOHHBIX COODIIEHUI, KOTOpPhIE PaCHpeesioTCs B KOMIIBIOTEPHOM
cetu. OOBIUHO HJIEKTPOHHBIA IOUTOBBIM AWK BBIVIAAUT CJIEAYIONUM 00pa3oM:
UMs_TI0JIb30BaTEA(@UMSA_JIoMeHa. Takke KpoMe Iepe/lauul IPOCTOTO TEKCTA, UMeeTC s
BO3MO>KHOCTH Ilepe/iaBaTh Ghailsbl.

OCHOBHBI€E COBETHI 110 O€30IMacHON paboTe C BJIEKTPOHHOU MOYTOMU:

1. Hagmo BIOpaTh MpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIA BHIOOD
OecryIaTHBIX TOYTOBBIX CEPBHCOB, OJIHAKO JIyUIlle JIOBEPSATHh T€M, KOTO 3HAEIIb W KTO
TIepBBIN B PEUTUHTE;

2. He yka3piBail B IMYHOU moute JIMIHYI0 nHpopmaruw. Hampumep, jydiie BoIOpaTh
"My3bIKaJIbHBIN__(aHaT@" nau "pok2013" BMecTo "Temails";



3. Mcrosp3yl IByXATAITHYI0 aBTOPU3AINI0. DTO KOT/Ia IOMHMO I1apoJisi HYy>KHO BBOJUTH
KO/I, TpUChLIaeMbli 110 SMS;

4. Bpibepu CJIOKHBIN TapoJib. JIJIs KaKOTO IIOYTOBOTO SINHKA JIOJKEH OBITh CBOU
HaJIe>KHBINW, YyCTOMUYUBBIUA K B3JIOMY I1apOJib;

5. Eciii ecTh BOBMOKHOCTDh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MOXKHOCTB;

6. Vcrosnp3yil HECKOJIBKO IOYTOBBIX ANIUKOB. [lepBBIM Aj11 YAaCTHON MEPENUCKU C
aZipecaTamu, KOTOPBIM Tl JIOBepsellb. ITO 3JIeKTPOHHBIN aJipec He HaJl0 UCI0JIb30BaTh
IIpU perucTpanuy Ha popymax u calrax;

7. He oTkpbIBall haliyibl U APYTHE BIIOKEHUS B MUCHhMAX, Ja’Ke €CJIM OHH IPUILIN OT
TBOUX Jipy3ei. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiisl;

8. Ilocsie okoHuaHus pabOTHl HAa MOYTOBOM CEpBHCE Iepef] 3aKPBITUEM BKJIAJKU C
caiiToM He 3a0yZb HaOXKaTh HA "BeriiT".

Kuo6epOy/LTMHT WJIN BUPTYaJIbHOE U3/1€BATEIHCTBO

KubepOy/UIHHT - TIpecjieJlIoBaHHE COOOIEHUSMH, COAEPIKAIIUMH OCKOpOJIeHu ],
arpeccuio, 3allyrUBaHMe; XyJIUTAHCTBO; COIUAJIbHOE OONKOTHPOBAaHUE C IIOMOIIBIO
Pa3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYJIIMHTOM

1. He Opocatics B 60M. JIyumuii crmoco6: IMOCOBETOBAThCS KaK ceOsS BECTH W, €CJIM HET
TOTO, K KOMY MOKHO 00paTUThCS, TO BHAYaJIe YCIIOKOUTHCSA. EC/TU Thl HAUHEIIh OTBEYaTh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHMS, TO TOJIBKO el1le OOJIbIIe Pa303kKIKellb KOHDIIVKT;

2. Ypasiai cBoeli kubeppelyraiueii;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYIHGCTBYIOT CITI0COOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTr Xy/IMTaHCKHUI 00pa3 BUPTYyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh UX Oy/IeT KpaiHe 3aTpy/IHUTEIBHO;

5. CobJtr0/1al1 CBOIO BUPTYQIbHYIO UECTh CMOJIOAY;

6. VrHopupyél eguHUYHBIH HeratuB. OJHOpa30Bble OCKOPOUTEJBHBIE COOOIEHUS
JIydliie uiTHOpupoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4aJIbHOU CTa/TNH;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMH COOOIEHUSIMU, B COITUATbHBIX
CETSAX eCTh BO3MOYKHOCTh OJIOKUPOBKHU OTIIPABKU COOOIIEHHH C OITPe/IeIEHHBIX aJ[PECOB;

8. Ecim Tl cBuzerenb KubepOysuimHra. TBoW JAeHCTBHA: BBICTYNIUTH IIPOTUB
npecjiefoBaTess, IOKa3aThb €My, UYTO €ero JIeHCTBUsA OIleHUBAIOTCA HETraTUBHO,
MOZIEPIKATH JKEPTBY, KOTOPOH HYKHA IICUXOJIOTHYECKAS IIOMOIIb, COOOITUTH B3POCIBIM
0 aKTe arpecCuBHOIO IOBEJIEHUA B CETH.

MoowibHbIN TeJ1edOoH

CoBpemeHHbIe cMapT¢OHBI U IUIAHIINETHI COZEep:KaT B cebe BIIOJIHE B3POCJIBIN
¢dyHKIIMOHAJ, U Temepb OHH MOTYT KOHKYpPHUpPOBaTh CO CTallMOHAPHBIMH



KOMIIBIOTEPpAMM. OI[HaKO, CPEACTB 3alllUThI JJIA HOI[O6HBIX YCTpOﬁCTB IIOKa O4Y€Hb MaJIo.
TeCTI/IpOBaHI/Ie H IIOHUCK y}ISBI/IMOCTeﬁ B HUX ITPOUCXOAHUT HE TaK MHTEHCUBHO, KaK JJIA
HK, TO 7K€ caMOe€ KacaeTcss 1 MOOMIbHBIX HpHJIO}ICEHI/IfI.

COBpeMeHHbIe MOOUJILHBIE 6paysepb1 VXK€ IIpaKTU4eCKH [JOTrHaJii HaACTOJIbHBIE
AHaJIOTH, OJHAKO paCIIhupPEHUE Q)YHKHI/IOHaJIa BJIEUET 3a cOOOHU 6OJ'II>H.IYIO CJIOKHOCTDb N
MEHBIIYIO 3alllUIINECHHOCTbD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOBJ'I€HI/IH, 3aKpbIBAalOIIIUE€ KPUTHYECKHUE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJLA 6e30I1acHOCTH MOOHJILHOTO TeJ'Ie(l)OHaZ

Hwuuero He sBJIsIeTCs MO-HACTOAIIEMY OecluiaTHBIM. By/ib OCcTOpOKeH, Beb Korja Tebe
MpeJIaraloT OecIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIaTHHIE
YCIIyTH,

Hdymaii, npexe yeM otupaButb SMS, ¢oTo mnu Buzeo. Tel TOUHO 3Haellb, I7je OHU
OyAyT B KOHEUHOM UTOTE?

Heo6xoamMo 0OHOBJIATH OMEPAITMOHHYIO CHCTEMY TBOETO CMapT(OHA;
Vcnosnp3yit aHTUBUPYCHBIE ITPOTPAMMBI JJ1s1 MOOUJIbHBIX TeJ1e(OHOB,;

He 3arpyxaifi IpuaoKeHHUsI OT HEU3BECTHOTO MCTOYHUKA, BEJIb OHH MOTYT COZIEPKATh
BpeZIOHOCHOE IIPOrpaMMHOe obeclieueHue;

[Tocsie Toro Kak Thl BBIUJIENIb C CAaWTa, IJl€ BBOAWJI JIMUHYI0 WHGpOpMAaNuio, 3alau B
HAaCTPOUKHM Opaysepa u yjiaiu cookies;

[Tepuonnyecku mpoBepsiii, Kakue IJIaTHbIE YCJIyTU aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JlaBaii cBOII HOMepP MOOHMIBHOTO TesiehOHA TOJIHKO JIIO/ISIM, KOTOPBIX THI 3HAEIIh U KOMY
Jl0Bepsellb;

Bluetooth mosxeH OBITH BBIKJIIOUEH, KOTZa Thl MM He MOJib3yellibess. He 3a0biBait
WHOT/Ia TPOBEPSATH 3TO.

Online urps1

CoBpeMeHHble OHJIAUH-UTPBl - 39TO KpAacOYHble, 3axBaThIBAIOIINE pa3BJIeueHus,
00beIMHSAIONINE COTHH THICSIY YEJIOBEK 10 BceMy MUPY. ITPOKU MCCIeYIOT JaHHBINA UM
MHp, OOWIAIOTCA APYT C JIPYTOM, BBITIOJIHAIOT 33JIaHUs, CPAKAIOTCA C MOHCTPaAMHU M
MOJIy4alOT OMNBIT. 3a YZOBOJIBCTBUE OHHU IUIATAT: IOKYHAKT JUCK, OILUIAYUBAIOT
ab0HEMEHT WU MIPUOOPEeTAIOT KaKUe-TO OMIIU Y.

Bce oTtu cpezcrtBa uAyT Ha NOAJEp)KaHME M pa3BUTHE WUTPhI, a TAKKe HA caMmy
06e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI aBTOPU3AIHH, BBIIIYCKAIOTCA HOBBIE ITATUYHN
(rmudpoBble 3a1IaTKU A1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HO]_IO6HBIX Urpax CTOUT oOracaTbCAd H€ CTOJIBKO CBOHUX COIIEPHHKOB, CKOJIBKO KpaXKu
TBOETI0 I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIIMHCTBA urp.

OCHOBHBI€E COBETHI 110 HE30IIACHOCTH TBOETO UTPOBOTO AKKAYHTA:



1. Ecytm pyroit urpok BezieT cebs1 II0X0 WJIU co3/aeT Tebe HEMPUITHOCTH, 3a0JIOKUPYH
€ro B CIIMCKE UTPOKOB;

2. Iloxasyiica agMUHHUCTpATOpaM WIPhI HA IIOXO€ IIOBEJIEHHE STOTO HWTPOKa,
JKeJIaTeJIbHO MIPUJIOKUTh KaKHe-TO I0Ka3aTeJIbCTBa B BU/le CKPUHOB;

3. He ykassbiBaii tnuHyio nHpoOpMaIuo B npodaiisie Urpsl;
4. YBaxkail Ipyrux y9aCTHUKOB I10 UTPE;

5. He ycranaBiuBaii HeopuinaapHble IaTYU U MOJIBL;

6. crionp3yii cy10KHBIE U Pa3HBIE I1APOJIY;

7. Jlaxke BO BpeMs WUrpHI HEe CTOUT OTK/IIOYATh aHTUBUpYC. [loka ThI Urpaelb, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

PUINHNHT WIH KpaixKa TUIYHDBIX TaHHbIX

OOBIYHOHN Kpakel JeHer W JOKYMEHTOB CETOJHS YK€ HHUKOTO He YAUBHIINb, HO C
pPa3BUTHEM WHTEPHET-TEXHOJIOTUU 3JIOYMBIIIIEHHUKH TIEPEMECTHUINCh B UHTEDHET, U
MPO0JIKAIOT 3aHUMAThCA "TIOOMMBIM " Z1€JIOM.

Tak mosiBHIach HOBasi yrpo3a: HHTEPHET-MOIIIEHHUYECTBA WU (DUIIIMHT, TJIaBHAs I€JTh
KOTOPOTO COCTOUT B IIOJIyYeHHU KOHQMUAEHIIMATbHBIX JAaHHBIX IOJb30BaTEIEH -
JIOTUHOB U napoJieii. Ha anruiickom s3bike phishing yuraercs kak ¢umuHr (ot fishing
- ppIOHAs JI0BJIsA, password - mapoJIb).

OcCHOBHBIE COBETHI 110 OOPHOE ¢ PUIITHHTOM:

1. Cnegu 3a cBOMM akKKayHTOM. Ecjim ThI IOA03peBaellb, UTO TBOsS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIUTh aJIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Hcrmonp3yhh Oe3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Mcnosnp3yii cokHblEe U pa3Hble naposu. TakuM ob6pasoM, ecyiu Tebs B3JIOMAIOT, TO
3JIOYMBINIVIEHHUKY TIOJIyYaT JIOCTYII TOJBKO K OHOMY TBOEMY MPOQUIIIO B CETH, a HE KO
BCEM;

4. Ecnu Tebs1 B310Masu, TO HEOOXOAUMO TIPEIyIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE
n00aBJIeHbI Y TeOA B JIPY3bsAX, O TOM, YTO TebOs B3JIOMaJN U, BO3MOXKHO, OT TBOETO
“MeHH OyZleT pacchblIaThCA CIIaM U CChUJIKU Ha (DUIITMHTOBBIE CAUTHI;

5. YcraHoBH HaJiexkHbIH 11aposib (PIN) Ha MOOMIbHBIN TetedOH;
6. OTKJIIOUU coOXpaHeHUe mapoJis B Opaysepe;

7. He oTkpbIBall (ailnbl U Jpyrue BIOXKEHUS B MUCbMaX, Ja)Ke €C/IM OHU HPHUIIIN OT
TBOUX Jipy3el. Jlydllle yTOUHU Y HUX, OTIIPABJISAJIN JIU OHU Tebe 3Tu (pailyibl.

IIndposBasa penyranusa

[MudpoBas pemyramus - 3TO HeraTUBHAs WJIH IMIO3UTUBHAsA WHGOPMAIUs B CeTH O Tebe.
Kommnpomerupywomiasa nHdopMalus, pa3MelleHHasd B UHTEPHETE, MOKET CEPbE3HBIM



00pa3oM OTpa3UThCA Ha TBOEH peasibHOM XKU3HU. "lludpoBas pemyranusa’ - 3TO TBOU
UMUK, KOTOPBIH hopMupyertcs u3 nHbopMaIuu o Tebe B UHTEPHETE.

TBoe MecTo JKUTeJIbCTBA, Yy4eObl, TBOoe (UHAHCOBOE IIOJIOKEHHEe, OCOOEHHOCTU
XapakKTepa U paccKasbl 0 OJIU3KUX - BCe 3TO HAKAIUINBAETCA B CETH.

MHorue moAPOCTKHU JIETKOMBICJIEHHO OTHOCATCSA K ITyOJIUKAI[UY JIHYHOU HHGOPMAIUH B
VHTepHeTe, He TOHUMAsT BO3MOKHBIX ITOCJIE/ICTBUM. ThI Jla’ke He CMOIKEIIb JI0TalaThCsl
0 ToM, uTo ororpadusi, pazMelleHHas 5 JIeT Ha3ajl, CTajia IPUUYNHON 0TKa3a MPUHSITH
Tebs1 Ha paboTy.

KomMmeHTapuu, pasmelneHue TBouxX ¢oTorpaduili W Apyrue JeHCTBHUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yAaIuIlb. Thl He 3HAEIIb, KTO COXPAHUJI 3TY
nHpoOpManuoo, IoMajga JU OHA B MOWUCKOBBIE CHCTEMBI W COXpPaHWIACh JIA OHA, a
[JIABHOE: YTO MOAYMAIOT O Tebe OKpYKaloll[e JIIO/IU, KOTOpble HAWIyT U YBUJAT 9TO.
Hatiti napOopManuio MHOTO JIET CITYCTS CMOXKET JII000H - KaK U3 IOOPBIX OOy KIeHUH,
TaK U ¢ HAMEePEHUEM MPUUNHUTD BpPeJ]. ITO MOKET OBITH KTO YTOTHO.

OcCHOBHBIE COBETHI 110 3aIIUTE ITUPPOBON pemyTaluu:

1. [Tomymaii, mpekze ueM 4To-TO IMyOJIMKOBATh U IepefaBaTh y cedsa B Osiore wiud B
COILIAJILHOM CETH;

2. B HacTpotikax mpoduis yCTAaHOBU OTPAHUYEHUs Ha IPOCMOTP TBOETO MPOGUIIS U €TO
COJIEP>KUMOTO, c/IeJIail ero TOJbKO "I Apy3ein’”;

3. He pasmemnaii u He ykaspiBaii HHGOPMAIAIO, KOTOPAs MOYKET KOT0-JTU00 OCKOPOJIATH
WU OOMXKATh.

ABTOpCKOE 1IPAaBO

CoBpemMeHHble IIKOJIBHUKU - AKTUBHBIE I10JIb30BAaTEIU LU(QPPOBOTO IIPOCTPAHCTBA.
OpHako [jajsieko He BCe 3HAKT, YTO II0JIb30BAHWE MHOTHMH BO3MOKHOCTSMU
udpoBOro Mupa TpedyeT cobJII0/IEHNUS MTPAB Ha HHTEIEKTYTbHYI0 COOCTBEHHOCTbD.

TepMuH "UHTeJUIEKTyayJbHAst COOCTBEHHOCTH' OTHOCUTCA K PA3JIUYHBIM TBOPEHUIM
YEeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX H300pDETEHWH U 3HAKOB, 0003HAYAIOIIHNX
COOCTBEHHOCTh Ha TPOAYKTHl W YCJIYyTH, W 3aKaHYWUBAsA KHUTaMH, (ororpadpusmu,
KUHODUIbMaMU U My3bIKaJIbHBIMU IIPOU3BEIEHUSMU.

ABTOpCKUE IIpaBa - 3TO IpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BE/IEHUS
HaYyKU, JIUTEPATypPhl U MCKycCTBa. ABTOPCKHE IIPaBa BHICTYNAIOT B KauecTBe rapaHTUU
TOTO, YTO UHTEJIIEKTYaIbHBINM/ TBOPUECKUI TPy aBTOpa He Oy/IeT HAalPACHBIM, JACT eMY
CIIpaBeJJIUBbIE BO3MOJKHOCTU 3apaboTaTh Ha pe3yJsbTaTaX CBOETO TPYAQ, IOJIYUYUTHh
HU3BECTHOCTH U Ipu3HaHue. HukTo 60e3 paspelieHus aBToOpa He MOXKeT BOCIIPOU3BOIUTH
ero IMpousBefieHNe, PpacHpoCTPAHATh, MYOJWYHO JEeMOHCTPUPOBATh, IPOJABATh,
UMIIOPTUPOBATh, IyCKAaTh B MPOKAT, IIyOJUUYHO HCIIOJIHATH, TOKA3hIBATh/UCIIOJTHATD B
adupe wim pa3MmeiaTts B HTepHeTe.

Hcnosnb3oBaHue '"MHUPATCKOro" MPOTpaMMHOTO obecrieueHUs MOXKEeT IPUBECTH K
MHOTHM PHICKAM: OT IOTE€PU JAHHBIX K TBOUM aKKayHTaM [0 OJIOKUPOBKU TBOETO
YCTPOMCTBa, I7ie yCcTaHOBJIEHA HeJlerasbHasA mporpaMma. He cTouT Takke 3a0bIBaTh, YTO
CYIIIECTBYIOT JieTaJIbHbIe U OecIIaTHbIE IPOrPaMMBbI, KOTOPbIE MOKHO HAWTU B CETU.

O moprane



CereBU4OK.p - TBOU TIJIaBHBIM COBETYUK B CeTU. 37ech Thl MOXKeIIb Y3HAaTb O
0e30I1aCHOCTH B CETU IOHATHBIM U JIOCTYIHBIM S3BIKOM, a IIPU BO3HUKHOBEHUU
KPUTUYECKON CUTyaluu OOpaTHThCSA 3a COBETOM. A TakXKe IPUHATh YYacTHE B
KOHKYpCax U CTaThb CaMbIM [U(POBBIM IPAKAAHUHOM!



